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0 Ttadlrr A\1<':SW<'l!I lhall be l».JCd follm<1n• comronrnw Qu11},\ul11J1mrnL l'm1ccLl'•rt•dpat1m rn <'bu, 
g1wn lh,c no comr<•nntt shall nettJ more than 10 marks 

<'ou~ OhJ«lhr..: 
The student "'ill ha,c ability: 

• 1 o undersumd digital in\;c~tigntion 
• Methoc.ls of Moring datn 
• Comru1cr Basic~ for Oigunl Investigator; 
• 

Cou~c Outcome,: 
I Jrc,n completion d !he subJect, students will be able 10: 

• Know the computer crime invcstigat1011 
• Undc:rstnnJine infonnntion rc:ln!ed with cybcr forcnsi1:s 
• Types of computer forcn~1cs tools 

Unit I : Computer l.itruclurc, <,c:ncrn1ions of Computer, Bihic Applicntions ot C. omputer. 
Co1q'<111cnN1f Computer Sys1em.Basics of system sofiworc iuul npplication 
sofh1arc. Digital h 1idcncc end Computer Crime - llistor) and fenninolon of Computer 
Crime lnvcstiiution - I e,hnolog) and Ul" - lhc lmc.:,11ga11vcPrcx:css lnvc~tigati,c 
Reconstruction • Modus Operandi, Motive and 1 cchnology -DigitalFvidcncc inthc 
Counroom. 

Uoil 2 : UndcNanding infonnation - Methods of storing da1a: number sy,tcm,. char.1ctcr 
codes, record scructurcs, file fonnnts and file signatures - Word processing nnd gr.iphic file 
fonnu:; - SIIUcture 1111d Anal)~i~ of Optical Media Disk Fonnah · Recognition oflilc fonnac, 
and intt:mal buffer') • L\.U1lction of forensic anifacts- unde~tanding the dimension~ or othl'r 
latest storage devices SSD Devicc:s. 
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Shri \ ni1,h1H1V Vici) npeelh Vislm-nvid)11layn, Indore 
Shri Vnio;hnnv lnslituk of Fon•n.,ic Science 

Choice Bn,cd Credit System (CRCS) in Li~ht of Ng P-2020 
l\1.Sc. C) bcr Forensics - I SF.MESTER 

l nil J:C'orn11111cr Dnsic., fur Digital l m cstigntors - Compu1cr Forensic F11ndnmcntuls 
\pp!) ing 1:oren,ic Science 10 computers - Computer Forensic Services - H1.:11cfi1~ of 
l'rofcss1t,nal Forensic Methodology -Steps lakcn by computer forensic specialists. 

Uni1 4: St::mdards,Ciuidclincs nnd Best Pmciices­
Digunl F,idencc E.xnminotion Guidelines - ACPO 
1-ncIA 

Hundling 1hc Digital Crime Scene -
IOCE - SWGDE -DflR WS - I.ACIS 

ISO 27037 

Unit 5: 
Types of Computer Forensics Tools and Technology -Tools and Types of Military 
Computer Forensics Technology -Tools and Types of Law Enforcement Computer Forensic 
Technology-Tools and Types of Business Computer Forensic Technology. 

Lis t of Practical's 
I. Identifying components of computer 
2. Evidence collection from running computer using different tools 
3. imaging of an evidence using different tools 
4. image analysis using different tools 
5. Windows registry analysis 
6. Analysis of windows artifacis 
7. Analysis ofUSB devices 
8. Different password cracking techniques 
9. Different steganography techniques 
I 0. Report writing of an incident findings 

Reference books 

• Computer Forensics: Computer Crime Scene Investigation by John R. Vacca 
• Computer Fundamentals by Anita Goel, Pearson India, ISBN: 9788131770948 
• Computer Fundamentals: Concepts. Systems & Applications- 8th Edition by 

PritiSinhaandPradcep Sinha, BPB Publication 
• Chad Steel, "Windows Forensics", Wiley, 1st Edition, 2006. 
• Robert M Slade, "Software Forensics: Collecting Evidence from the Scene of a 

Digital Crime",Tata McGraw Hil~ Paperback, 1st Edition, 2004. 
• Practical windows Forensics by Ayman Shaaban, Konstantin Sapronov 

a_.,.,, • .,. ... 
.!Uwl \r'Mt'9 .... \1dp,P"Ut, 

Vhll~-,., 1114'r• 

Cholrpersou 
rac.a1,-.rs1.r1u 

b1i,tl \ai,11,._.-Vidylp-•U1 
V'dlnwwwadfal•>•• hl1t• 

Conlrol~ na tion J 
M1tl \'alt • . fl"" V,~•,-.1 .. 
\'1Jh11'd)'11hyt1. flltlw .. 

J oint Rrgislror 
:,,11.,, \'•tll111.., \'ict,i,f«td1 
\"ith""ffiiJjal-,., ~mt 



~ht j \ .ii,h,111\ \ 11IH11111 1•f h Visit\\'" 11l)1tl .1) u, J11d 111 ,. 
S iu j \'11i,h111" 111,fif 1111• 111 l1 1111•11!1il' S , •i1•11 1·1• 

Chuh',• llu,nl < 1 nlil .S) ,h•tn (CUC~) in l ,i~hl of Nl~t•-2020 
\f ~,·. c, hn F1111•11~lu - 1.Sl:1\11$ 11:1< 

~ 

II \I ""'"" I\ \I I \lllt'IM 1111,ff, - ·--1111 1111\ l 'IC\C ti( \I 
( 11111,1 - -- - . 

1\IIC,Cllt\ I Ill 11,1 '\\II Q~-tl~l!ji 9t g i ij I cllll 
I I , 

~ -~ .9 '; .9 J ~ S ~ e J a ;., ~ ... Ci ;., i.;. - - - '- -- .....;:. - -
< I \107 l'nrn" nr <'>htt 

60 10 10 JO 10 .l 0 l C:rlmt -. C. 
- .. I q:t.- •. It'\~. T • Tut,-,,131/lcad" · (1111dcd S1udcnl J\tll\11~. I' l'nicllCill, C • C rcJ,1. lh. • I henry 

"T<ad1n J\,"(',Slllffll -.hmll N i-.,~d following component, Qui1/A,s1gnmcnt/ Prc,Jc~t/l'nrticipn1ion 1n Cf3is. 
g1,'t'n INII 00 <'Omf101lenl "1.111 C\ct"l-d more lhan IO mark, 

Cour.c Ohj«'liH:S: 
Thc main objcc1i,cs Qfthts course ore to: 

I. Undcr..tand the basics ofCybcr Crime 
2. Forms of Cybcr Crimes 
3 Profile ofCyber criminals 
-1 Modus Operandi of various cybercrimes and frauds 

Cour;e Outcomes: 
On the succc-.sful completion ofthc course, student will be able to: 

I. Understand the basics ofC> bcr Crime. 
2. Forms ofCybcr Crimes 
3. Profile ofCybcr criminals 
4. Modus Operandi or variou, cyben:rimes and frauds 

lloit I: Cyber Crime Introduction History and Development Definition. Nature and 
Extent of Cybcr Crimes in India and other countnes - Classification of Cyber Crimes - • 
l rends in C)'bcr Crimes across the world. 

Poit 2 : 
Forms of C) ber Crim~. Frauds - hacking. cracking, DoS viruses, \\Orks, 
bombs, logical bombs. time bombs. email bombing, data diddling, salami attacks, phishing, 
Meganography. cybcr st.alking. spoofing, pornography, defamation. 

I/nil 3: 
Modus Operandi of various cybcrcrimt-, and fruuds Delinition or ,ariou\ 
types of cybcr fraud, Modu, Operandi - I raud triangle rrautl detection tl·chniqucs 
inctud1np data rnmmg and ~u11istic11t references • countennca,urcs. 
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Shri V11i,h11in h 1,fif11 k of Fon•n.'li,• Sdl•ncc 

Clwin· lla,l·cl C'n· tl if S) 'lfl-111 (C'UCS) in Light of Nl•: P-2020 
l\l ."il'. <'y lll'I hirenslc'I I :0,1•.~HSTJ,:R 

l nil 4· 
l'rofilc or C) hrr crimlnnl\ 
dcalmg wi1h C)l>cr criminals 

Cybcr rrirnc Psychulogy 

llnil !i: Cybcr Crime Impncls on Society 

Psychological theories 

lmpnct of C)bcrcrimcs to the individual, to the corporate and companies, to 
government and the nation 

Praetical's 
I . DoS :inack (2 Nos) 
2. Email Spamming (2 Nos) 
3. Steganogrnphy (2 Nos) 
4. Cryp1ography (2 Nos) 
5. Password Cracking (2 Nos) 
6. Criminological theories in cyber crime investigation (2 Nos) 

Reference Books: 

• National Cyber Crime Reference Handbook. AJCTE, National Cyber Safety and 
Security Standards, M1nistry of Social Justice and Empowerment, MSME, Govt of 
India. 

• Cyber Criminology, Series Editor, Anthony J. Masys, Humanitarian Assistance and 
Homeland Security, University of South Florida, Tampa, USA, Springer (2018 

• Public International Law of Cyberspace - Law, Governance and Technology Series 
32,Series editors, Pompeu Casanovas, Giovanni Sartor, Springer (2017) 

• Cyber Crime Investigations, Anthony Reyes, Syngress Publishing, Inc (2007). 
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,1,nNtOJ Oprr■tlngSyslcm 60 20 20 30 3 0 Forensics 20 

lqtnd.,. L • Lecture; T • Tutori31/feacher Guided Stude1t ·\Clivit); P Practical; C • Ctedat; Th. • ~ 
"Tea.her Assessment shall be based following componeh~: Qui1/Assignment/ Project/Pwticipntion in Class, 
ll"-Cn that no component bhall exceed more lhan 10 marks 
Course Objccthcs: 
• To understand operating system 
• To understand system memory structure 
• To understand mobile operating system 
Course Outcomes: 

I. Able to understand working of operating system 
2. Able to understand memory ,tructun: anJ data recovery 
3. Able 10 unde~tand mobile operating systems. 

UNIT I OVERVIF,Wlntroduction evolution on operating System• Process managemenl 
states Lhrcads - lPC Memory types of memory Management - files system and file 
handling. 

UNIT IJ FILE SYS I EM AND DATA RECOVERY 
Introduction Disk handling- Booting- boot files- master boot record - Firmware - Files 
S) stem: Windows.Linux, Apple• I liddcn files systems. Data Recovery: Data Carving -
searching deleted and sparse files datahiding Time stamping and Imes - Volume shadow 
copies. 
UNIT Ill MEMORY AND SYS'I EM CONFIGURATION 

I' 

2 

Memory: Re:il , Vir1u:1I :ind addressing l:iyout · capturing, aniily~is -pagin~ aud swapping, 
S)stemConfiguration Windows- I inux-Mac OS X, Tracking l\nifacts Locating - trocking 
docur:ients andshoncuts 
IJMT JV LOGS AND EXECUTABLE FILE!! 
Log files windows, UNIX, Application, Mac OS X, Security and Auditing; Executable 
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Shri \'11i,h11 ," \ 1elp 11u·t•lh Vi,hw11\1tlyalnyn, ll1clon· 
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( hofrt• U11st•d ('n•clil Sysfr111 (( 'UC 'S) 111 L1~h I of Nl•:1'-2020 
l\Uit•. ( )hl'I' Fn11•11~k,; I S I< Ml•:s·n ·n 

tllr, ,,m,J.., ,111dhr11p, 1',,,111hh: I lies li111nn1 , window,. I 1n11x, J\pplr ('f R 111111 JVM 
l\-h111111i1111 ,, ,11:111 Lall, 11nd1rnd11g 

IINI r \ ~IOUIU: OJllmA TING SYSTl~M AN I> NltWF,lt TM'IINOI,0(:11-:S 
Introduction ,\ndrold. Ulncl...helT) • iOS Windows Mobile; Newer Technologies . 
\'1rtu,11i1.111ion, CloudCompuling, Wearable~, Drones : Re1>0rl Wrlling Style , rcqu1rcrnenl\ 
and c<>nsidcmtion.~. 

rrutkal's 

I. Memory Mnnugcmcnt (2 Nos) 
2. Slack Space (2 Nos) 
3. Dala Recovery (2 Nos) 
4. Email Tracking (2 Nos) 
5. Linux/Unix Installing and basic commands (2 Nos) 
6. Drones data recovery (2 Nos) 
7. Mobile Imaging (2 Nos) 

Reference Books: 

I. William Stallings Operating Systems lntemnls and Design Principles Nimh Edition 
By Pearson. 

2. Andrew S Tanenbum, Modem Operating Systems, Prentice-Hall oflndia Pvt.Ltd 
3. Richard Petersen, Linux: The Complete Reference, Sixth Edition. McgrowHill. 
4. Dhananjay Dhamdhere Operating Systems a Concept Based Approach McGraw Hill 

Education India 
5. Avi Silberschatz, Oreg Gagne, and Peter Baer Galvin Operating System Concepts 

John Wiley & Sons, Inc. 
6. Curt Schimel UNIX Systems for Modern Architectures 3rd edition Addison-Wesley 
7. Operating System Forensics, I st Edition by R Messier Publisher: Syngress; I edition 

(27 November2015) 
8. Modem Operating System by Andrew $.Tanenbaum 3rd Edition, Pearson Education. 
9. Security Strategies in Linux Platforms and Applications (Information Systems 

Security &Assurance) by Michael Jang (Sep 3, 2010) 
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"ff-J1j V, .. ' -e ~ ~-; !al ; ~ ; '61 ~ Ill ;., I- I- w.., , 
\IS( tNl04 L1n1tu•g" In Cyber 

0 0 0 JO 20 0 0 
Forensic~ 

.. I CicmJ,: I • l.ccturc; T - Tutonal/fcachu Guided S1udcnt Acuvny; P Prncuc:al; C • Crcdn, Th. • Theory 
"Teacher Assessment shall be based following components: Quiz/Assignment/ Projecl.lPartlcip.-uion in Class, 
~i vt'n thai no component shnll ci<Clled more thnn 10 mnrl,s 

Course Objectives: 
• To write programs using C-t+. 
• To write programs for solving real world problems usingjava collection frame work. 
• To write multithreaded programs. 
• To write GUT programs using swing controls in Java. 
• To introducejava compiler and eclipse plalform . 
• To impart hands on experience wilhjava programming. 

Course Outcomes: 
4. Able To write programs using C++. 

5. Able to write programs for solving real world problems usingjava collection frame 
work. 

6. Able to write programs using abstract classes. 
7. Able 10 write multithreaded programs. 
8. Able to write GUI programs using swing controls in Java. 

List of experiments 

J. Develop various C Programs using Control Structures 
2. Develop various C programs using Switch case. 
3. Develop II C program to illustrate recursive function. 
4. Develop a C program to find the palindrome in each sentence. 
5 Develop a C program to manipulate strings using string functions. 
6 Develop a C Program using Functions 
7. Write a C++ program 10 find the sum of individual digits of a positive integer 
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.Shn \ :11 ,J111 :1v \ "itl) :qwl'th \ 1,lm 11\ icl);ll:ayn, lndon· 
~hri \ ui,hu.l\ lm.tifuk 111 l•111t·n~ic St·u•11t·c· 

C'hoic,• Ui1'c•d ( n·clil S) ,lt-111 (( 'B('S) in Li~ht of N 11,P 2020 
1\1 .Sr. ('~ lli'r f1'01Nl'lk, I SFM J1:ST1,: 1~ 

S. \ I 1t,,;,n.,n·1 ~.-qurnn: ,, 1lc:l111l·tl us lnllow" the fir~I und sccuml lc1111\ 111 lhl' •,c1111cnlt 
.tr1• () .1nJ I Suhscqucnl 1cnt1\ nn• lhumJ hy 11dd1nf: the preceding two 1crm, 111 lht 
,l·q111·ncc \\ rile a C, 1 program In gcncrntl' the ll rst II krms ol lhc o;cqucnc:c. 

9, \\'rlll' n r f , pn.lgr,1111 tu i111plc111c11t the mnt rix AOT using u closs. The 
Opt"mtionssupportcd h) this 1\D I nrc:n Rending u mutrix.b. l'rinting a mn1rixc. 
\Jdition t'f mntriccsd Suhtrnction of rno1ricosc. Muhiplicution of matrices 

10. \\ rile C -1 programs llml illustmtc how the Single inhcrilance, M11lliplc inheritance 
Mullilc,cl inhcrironce anrl Hicmrohicnl inhori1t111cc forms olinheritnncc nre qupportcd 

11. \\'rite a C+-1 program that illustrates lhc order of execution of constructors and 
d~Lruclom, hen ne" class is derived from more than one base class 

12. \\'rite a C-tt program 1hot illustrates how run time polymorphism is achieved using 
virtualfunclions 

13. Use Eclipse or Net bean platfonn and acquaint with the various menus. Create a test 
project, add a test class, and run it. See how you can use auto suggestions, auto fill. 
Tl) code formatter and code refactoring like renaming variables, methods, and 
classes. ':'ry debug step by step with a small program of about 10 to 15 lines which 
contains at least one if else condition and a for loop. 

14. Write a Java program that works as a simple calculator. Use a grid layoul to arrange 
. buttons for the digits and for the +, -, •, % operations. Add a text field to display the 
result Handle any possible exceptions like divided by zero. 

15. Develop an applet in Java thal displays a simple message. b) Develop an applet in 
Java that receives an integer in one text field, and computes its factorial Value and 
returns it in another text field, when the button named "Compute" is clicked. 

16. Write a Java program Lha1 creates a user interface to perform integer divisions. The 
user enters two numbers in the texl fields, Num 1 and Nwn2. The division of Num I 
and Num 2 is displayed in the Result field when the Divide button is clicked. JfNum I 
or Num2 were not an integer, the progmm would throw a Number Pormal Exception. 
If Num2 were Zero, the program would throw an Arithmetic Exception. Display the 
exception in a message dialog box . 

References 
L E Balagurusamy: Computing Fundamentals & C Programming - Tata 

McGraw-Hill, Second Reprint 2008. 
2. Ashok N Kamthane: Programming with ANSI and Turbo C, Pearson, 2002. 2. 

Henry 
Mullish& Hubert L.Cooper: The Sprit ofC, Jaico, 1996. 

3. E. Balagurusamy, Object-Oriented Programming with C++, TMH, 1998. 
4. Maria Litvin& Gray Litvin, C++ for you, Vikas publication, 2002. 
5 John R I lubbard, Programming with C, 2nd Edition, ·1 M 11 publication,2002 
6. Bigus&Bigus, "Corustrncting Intelligent agents with Java", Wiley, 2010. 
7. Bradshaw, "Sofiwarc Agents", MIT Press, 2012. 

6-tdC)fS1ui.ln 
\lrin \a.t .. 1tll"'\.llli,-•1..-tlll 

, •• ~-~J}~ya. .. u .. 

C ;_~ __.. 
\..V-~ -t.._ 

ChAirpcrson Con1roller or iQxa~tlnAlir>nf 

Sl1ri Va;1 hns11 V.dJ'•IC'flh ,,,i. .. "dJ-.l•;a. lm.,n 

Sa.ti V•h"-•' \ldJ.tprult 
\.'M,~w,-dyal•f'• f11dor• 

Joi~ 
Shri V1hl111..- \/ld)111•,1h 
\u)l.,.,(~11111-, Ww.-



~ 
~ 
~ 

i 
~ 
~ 
~ 
J 
~ 

~ 
~ 
m 

i 
~ 
t-.J' 

~ 
~ 

~ 

~ 

$ 

i 
0 

? 
~ 
~ 
~ _, ., 
s 
j 
d) 

l, 
~ 

• • 

"hii V11i,h1111, \ uhap,•,•lh \l'h\\ tl\idy11 la)a, l11clo11· 
Sl11 i \,11-.111111, 111~111111, 111 ft'111,•11si,· S,·u•,u•,· 

C'hnfr,· H11,,•cl < 1,·dil S) ~lt·111 (C 'BC 'S) in Li~h l of NJ•. l'- 20211 
I\ U'H', ( ) '"' ' 11·11, 1' 11\lt' 'I - l s EM I~~ I I• u 

I l•,A( IIINI, ~I\ \I I \ I 111, \I 111 \II - ·----Ill HIit\ l'IIAI II( \I 
< 1111t,1 ·• . 

< \111,011\ I OIIIIS~ N \"Ii ~ls @ • ;;; G' t' ~ nm, C -
i!: a .. 5 f;J , e .... I , I ... e .a e 

- e -~ ~ o! i1 P- t ! : ~ j .'.; t ~ .:: ... ~ 
-: 

\1Sfl \ ICl~I C) brr l'sycholol()' 60 20 20 () 0 •I 0 

.. . 
I cgcnd,: I • Lc,turc, T l'utoriol/lcachcr Guided Student Ac11v11y; I" - t'mct1cnl; C: - Credit, I h. lhcory 
• Te!:1Chcr AS-'<'~mcnl ,hall~ based following components: Quid/\s.~ignmcnl/ Projcct/Pnrti01pat1on in (.l~s. 
gi\'Cn that no camponcnt shall C\cccd more than IO mnrk.~ 

Learning Objc.ctivcs: 
I. TI1e Basic Psychological Qualities of.Cyberspace 
2. _The Psychology of the individual in Cyberspace 
3. The Psychology of Cyberspace Relationships 

Learning Outcomes: upon completion of the subject student will be able to know the 
L The .Basic Psychological Qualities of Cyberspace 
2. _The Psychology of the lndividual in Cyberspace 
3. The Psychology of Cyberspace Relationships 
4. Group Dynamics in Cyberspace 

UNIT-I . 
The Basic Psychological Qualities of Cyberspace 

I' 

0 

Cyberspace as a psychological space - basic psychological features of cyberspace-Networks 
as "mind" and "self'-Presence. 'lne ooline disin.hibition effect-Psychology of avatars and 
graphical space- Cyberspace as dream world-Two Paths of Virtual Reality-The black hole of 
cyberspace 
Online lingo-lnternet demographics -Cyberspace humor -Coping with spam -Social 
Psychology of Cyberspace: Self and community in the age of Internet. 

UNIT-JI The Psychology of the individual in Cyberspace 

Identity management in cyberspace -Personality types in cyberspace-Unique roles in 
cyberspace-Transference to computers and cyberspace-Addiction to computers and 
cyberspace Regressive behavior in cyberspace-Online gendur-switching-Adolcscents in 
cybcrspace-Wi1.ards: The heart of an online community-On being a "god"-Y2K and 
apocalyptic thinking- Integrating online and offiine living. An onlinc psycho-educational 
program Media transitions Computer and Cyberspace addiction . 
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ln•l1\:l'M10 ,cr~ns C) 1-.cr,pacc rcla1ionsh1p~- I rnnsicnl and long term onlinc rclnlionships• Thc 
[IS) cholog) of tc,1 n:l:11ionships -1 lypothcscs nhout on line text relat1onshlp~-r -mail 
communication and relntmnshir,s Trnusforcncc among people onlinc - I low to resolve 
con0icl onlinc Cyberspace romances Subtlety in multimedia chat. Assistivc and 
:iugmcnti,c t\.-<:hnologies - Medin: games, entertainment, and education - ·1 he future: the 
ult1ma1r human-computer interface 

UNIT-IV 
Group Dynamics in Cyberspace 

Social psychology of online groups-Developmental stages of mailing lists-Making virtual 
communities work-Early history of an online community-Wizards: The heart of an online 
community-Therapy and support groups in cyberspace-Unique groups in cyberspace­
TcxtTalk: Communicating with typed text chat-A decision-making method for e-mail groups­
Extending a work group into cyberspace - Using discussion boards in teaching-Group games 
using avatars-Geezer Brigade: Studying an online group-Managing deviant behavior in online 
groups - Online photo-sharing communities (flickr). 

UNIT-V 
Research Methods and Computer therapies in cybcr psychology 
Publishing onlinc - Case studies of digital life forms - One of Us: Participant observation 
research - Steps in studying an on line group - Ethics in cyberspace research - Snidying full 
cyberspace immersion - Computer mediated Therapy, Towards cyber psychology - theory 
and methods - Theoretical approaches: models and metaphors; Research: modes and 
methods; Sensory-motor interfaces: input and output; Leaming and memory, transfer and 
interference; Cognitive psychology: thinking and problem solving; Interpersonal relations. 
Abnormal behavior and cyber thernpiesCyberpsychology, An Introduction to Human­
Computer Interaction, University of Maryland, College Park. 

SuggL,stcd Books-: 

I. Monica T. Whitty, Cyberpsychology: The Study of Individuals, Society and Digital 
Technologies, Wiley Publisher. 

2. Grainne Kirwan, Irene Connolly, Marion Palmer, I lannah Barton, An Introduction to 
Cybcrpsychology, 2016 

3. Towards Cyber Psychology: Mind, Cognitions and Society in the lntemet 
AgeAmstcrdam, IOS Press, 0 200 I, 2002, 2003 

4. Alison Attril I, Chris Fullwood, Daria J. Kuss, Melanie Keep, 1 he Oxford I landbook 
ofCyberpsychology, 2019. 
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Learning Objectives: After studying this pnper the studenlS will know-
1. Sociological and Criminologicnl Perspectives and theories ofCybcr Criminology 
2. Understand the contemporary forms of crimes 
3. Basic concepts of Criminology 
4. The role of the Criminal Justice System and victims in the prevention ofcyber crimes 

Learning Outcomes: upon completion of the subject student win be able to know the 
I. Able to understand basics of cybcr criminology 
2. Able to understand forms of crimes. 
3. Able to understand role of judiciary and cybcr crime 

Unit l : Principles and Concepts of Cyber Criminology 
Crime, Tort, Misdemeanor, Cyber Space. Cybcr Crime, Cyber Criminology, lnformation 
Security, Penetration Testing, Inc ident Response. GRC • Conventional crimes vs Cyber 
Crimes . 

Unit 2: Contemporary Forms of Crimes 
White Collar Crimes, Economic Offences, Organized Crimes , Terrorism, Crime and 
Media and other contemporary forms of crimes. 

Unit 3 : Cyber Crime - Sociological and Criminologic11I Perspectives 
Causes of Cybcr Crimes • Criminological Theories and Cyber Crime - Routine Activity 
Theory, Social Leaming Theory, DifTcrcntial Association Theory. Differcntia I Opportunity 
rheory, Media and Crime and latest theories and other related theories. 

Unit 4: The Role of Police and Cybcr Crimes 
Organizational structure of Police in India - Different wings in the States and Districts 
and their functions • Police & Law Enforcement - F.l.R. cognizable and non-
cognizable offences. bailable and non-bailable offences arrest , search, seizure 

)2.: 
.,...,.,.r~t-Ju 

"h.ri Valdt.all'i \'id}•rw•llt 
, .... "64) ... , ......... , 

.... ,r,. or!i1utft:t 
Shri V.ithu, VM,1r1t1~tll 
v,,h.....,ict,'U•>•· 1,1doir't 

Shrl Vabl1111111,. \ id,-,r,r,rlil 
Vhh-.,ldy.,,),, lnooP♦ 

~ Joint Rcgl\lr.ir 
~llri v •• to1,v V-.J)'lipHI) ,1,11-,,~.,., ... i.i.1. •• 

iC 
0 
ii! 
I., 

.. 



~ 
~ 
~ 
~ 
~ 

~ 
:::., 

~ 

~ 

~ 
~ 
~ 
~ 

) 

~ 

~ 

~ 

~ 

~ 
.s 

) 

~ 
-a • 
-:a .. 
• .. 
~ 
~ u 
~ 
~ 
• 

Shti \'ni,l.1111", 11h11p,•,•fh Vi,lmnvill.>11111)11, l11don· 
Shn V11i,h1111, l11~tit11h• of h11·,•1111ir Sl·tt•n ct· 

C'hnfrt• B:i,,•tl ('n •dtl S)1ih'111 (C'HCS) 111 La~hl ol NJ;, P 2020 
i\ l.~l', ( )'ht•r r•·on•n:;k, I S l•: M lt!-i' I l•:H 

Ii t,·,"'i:,11i,,11 ,11 ,1i-11t·,h aml ,,ilm·,,,., dmrgc sh,·ct lntclli11,·ncc sys1c111 C,nthcrin11 
mldh~cm:c. 1?,llhcrm1,1 cvidcm:c or.ii. ducu111c111ury und circumslunliul Police Act, 
I 8t1 i NahClnal l\1lkc CClm1111ssio11 Reports (Modcrnin1hon of Police) - Cybcrcrimc 
,ells structure & li1nc1ion,, issues nnd problem\ in the invcsligotion of cybcrcrimes 
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Lnic !i: f he Role or ,ludiciary and Cybor Crime.-, 
Judicinry- Dilli:rc111 types of courts - Cybcr Appellate Court / Tribunals / Powers 
Proceedings in the court before trial. after trial, pica of guilty, sentencing , Cybcr Crime 
Victim:. Impact of Cybcr Crimes on Victims, The Role of Victims of Cybcr Crimes in 
the Criminal Justice Administration 

REFERENCES: 
I. Cyber Criminology: Exploring the internet crimes nnd criminal behaviour by K. 

Jaishankar, Illustrated Edition, CRC Press, 2011. 
2. Cyber Law: Law of Information Technology und Internet by Anirudh Rastogi, 

L.L.M Harvard, Isl Edition, Lexis ncxis Publication, 0 I Sep 2014. 
3. Compuler Forensics and Cybcr Crime by Britz MT. 3rd Edition, Pearson Education 

Publication, 2013 4. Cybcr Crime: Issues, Threats and management by Jain Atul, lsl 
Edition, lsha books Publication, 15 Nov 2014. 
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